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NO.47 A company is moving its long-term archive data to the cloud. Which of the following storage types will the company MOST
likely use?

* File

* Object

* Tape

* Block

NO.48 Digital identities for logging onto SaaS solutions should be issued by all the following EXCEPT:
* A third-party identity provider.

* The customer organization.

* The SaaS provider.

* A user.

NO.49 Which of the following BEST describes a pay-as-you-go licensing model within a cloud service?
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* Subscription agreement
* Perpetual agreement
* Enterprise agreement
* Promotional agreement

NO.50 A cloud administrator notices users call to report application performance degradation between 1:00 p.m. and 3:00 p.m.
every day. Which of the following is the BEST option for the administrator to configure?

* Locality

* Block storage

* Right-sizing

* Auto-scaling

NO.51 Monthly cloud service costs are BEST described as:
* operating expenditures.

* fixed expenditures.

* capital expenditures.

* personnel expenditures.

NO.52 A company is evaluating the capital expenditure necessary to modernize its on-premises datacenter. Management has
directed that 50% of capital expenditure be reallocated to operating expenditure. Which of the following cloud characteristics
applies?

* BYOL

* Billing chargeback

* Pay-as-you-go

* High availability

NO.53 An organization& #8217;s servers are experiencing performance degradation from oversubscription of memory in the virtual
environment and exhausted physical RAM.

Which of the following cloud computing characteristics would BEST address the issue?
* Availability

* Elasticity

* Pay-as-you-go

* Self-service

NO.54 A small business is engaged with a cloud provider to migrate from on-premises CRM software. The contract includes fixed
costs associated with the product. Which of the following variable costs must be considered?

* Time to market

* Operating expenditure fees

* BYOL costs

* Human capital

NO.55 Which of the following are true about the use of machine learning in a cloud environment? (Choose two).

* Specialized machine learning algorithms can be deployed to optimize results for specific scenarios.

* Machine learning can just be hosted in the cloud for managed services.

* Just one type of cloud storage is available in the cloud for machine learning workloads.

* Machine learning can leverage processes in a cloud environment through the use of cloud storage and auto-scaling.
* Machine learning requires a specialized I T team to create the machine learning models from scratch.

* Using machine learning solutions in the cloud removes the data-gathering step from the learning process.
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NO.56 A company&#8217;s finance team is reporting increased cloud costs against the allocated cloud budget. Which of the
following isthe BEST approach to match some of the cloud operating costs with the appropriate departments?

* Right-sizing

* Scaling

* Chargeback

* Showback

NO.57 A cloud administrator for an ISP identified a vulnerability in the software that controls al the firewall rules for a
geographic area. To ensure the software upgrade is properly tested, approved, and applied, which of the

following processes should the administrator follow?
* Configuration management

* |ncident management

* Resource management

* Change management

NO.58 Which of the following BEST describes how a cloud provider helps a company with security risk responses?
* Acceptance

* Mitigation

* Avoidance

* Transference

NO.59 An incident response team requires documentation for an email phishing campaign against a company&#8217;s email server.
Which of the following is the BEST resource to use to start the investigation?

* Audit and system logs

* Change management procedures

* Departmental policies

* Standard operating procedures

NO.60 A requirement states that an application must be restored within six hours. Which of the following should be

included in the SLA to satisfy this requirement?
* MTTR

* RPO

* ROI

* RTO

NO.61 A business analyst is comparing utilization for a company&#8217;s cloud servers on afinancial expenditures report. The
usage report is as follows:

Server name Used space | Allocated space
Application server | 18GB_ .0 2" | 100GB

Mail server 4:55GB 80GB

File server 70GB 90GB

Web server 105GB 130GB

Which of the following instances represents the highest utilization?
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* Mail server
* Application server
* File server
* Web server

NO.62 A cloud risk assessment indicated possible outages in some regions. In response, the company enabled geo- redundancy for
its cloud environment. Which of the following did the company adopt?

* Risk mitigation

* Risk acceptance

* Risk transference

* Risk avoidance

NO.63 An organization determines it cannot go forward with a cloud migration due to the risks involved. Which of the following
types of risk response does this describe?

* Acceptance

* Transference

* Avoidance

* Mitigation

NO.64 A new company directive requires all departmentsto ensure intellectual property is kept within a country& #8217;s borders.
Which of the following concepts BEST represents this requirement?

* Data portability

* Data security

* Datalocality

* Data sovereignty

NO.65 Following arisk assessment, a company decides to adopt a multicloud strategy for its I T applications. Which of the
following is the company trying to avoid as part of its risk mitigation strategy?

* Geo-redundancy

* Vendor lock-in

* High availability

* Data sovereignty

NO.66 A cloud administrator for an ISP identified a vulnerability in the software that controls all the firewall rules for a geographic
are a. To ensure the software upgrade is properly tested, approved, and applied, which of the following processes should the
administrator follow?

*Configuration management

* |ncident management

* Resource management

* Change management

NO.67 A company migrated all of itsinfrastructure to the cloud. The cloud security team must review the security post-
migration.

Which of the following isthe MOST appropriate task for the cloud security team to perform?

* Risk register

* Threat assessment

* Application scan
* Vulnerability scan
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NO.68 Which of the following is the cloud storage technology that would allow a company with 12 nearly identical serversto have
the SMALLEST storage footprint?

* Capacity on demand

* Compression

* Software-defined storage

* Deduplication
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