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Verified SC-400 Dumps Q&As - SC-400 Test Engine with Correct Answers

The SC-400 exam is intended for individuals who have experience working with Microsoft 365 technologies and have a solid

understanding of information protection concepts and practices. SC-400 exam is especially relevant to individuals working in

cybersecurity and compliance roles, as well as those who are responsible for managing and securing sensitive data within their

organizations. SC-400 exam evaluates a candidate's ability to design, implement, and manage information protection solutions using

Microsoft tools and technologies, including Microsoft Azure Information Protection, Microsoft Cloud App Security, and Microsoft

365 compliance solutions. By passing the Microsoft SC-400 exam, candidates can demonstrate their expertise in information

protection and enhance their career prospects in the field of cybersecurity and compliance.

The SC-400 exam tests the candidate's ability to design and implement information protection solutions, manage data loss

prevention policies, configure and manage sensitivity and retention labels, and monitor and respond to security incidents. Candidates

must have a solid understanding of Microsoft 365 compliance center, Azure Information Protection, Microsoft Cloud App Security,

and Microsoft Defender for Endpoint, among other technologies.
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NEW QUESTION 67

While creating a retention label, you discover that the following options are missing:

* Mark items as a record

* Mark items are a regular record

You need to ensure that the options are available when you create label in the Microsoft 365 compliance center.

How should you complete the PowerShell script? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

 

 

 

NEW QUESTION 68

You have a Microsoft 365 tenant that uses a domain named canstoso.com.

A user named User1 leaves your company. The mailbox of User1 is placed on Litigation Hold, and then the account of User1 is

deleted from Azure Active Directory (Azure AD).

You need to copy the content of the User1 mailbox to a folder in the existing mailbox of another user named User2.

How should you complete the PowerShell command? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

 

 

 

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/restore-an-inactive-mailbox?view=o365-worldwide

NEW QUESTION 69

You have a Microsoft SharePoint Online site that contains employee contracts in a document library named Contracts.

The contracts must be treated as records in accordance with your company&#8217;s records management policy.

You need to implement a solution to automatically mark all the contracts as records when they are uploaded to Contracts.

Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.) NOTE: Each correct

selection is worth one point.

*  Create a sensitivity label.

*  Create a retention label.

*  Configure a default label on the Contracts document library.

*  Create a retention policy.

*  Create a SharePoint Records Center.

*  Create a retention lock.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=o365-worldwide

NEW QUESTION 70

You plan to implement a sensitive information type based on a trainable classifier. The sensitive information type will identify

employment contracts.

You need to copy the required files to Microsoft SharePoint Online folders to train the classifier.

What should you use to seed content and test the classifier? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Table Description automatically generated

 

 

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide

NEW QUESTION 71

You need to recommend a solution that meets the compliance requirements for protecting the documents in the Data shared folder.

What should you recommend?

*  From the Microsoft 365 compliance center, configure a DLP policy.

*  From the Microsoft 365 compliance center, configure a Content Search query.

*  From the Microsoft 365 compliance center, configure an auto-labeling policy.

*  From Azure Information Protection, configure a content scan job.

Topic 2, Contoso Case Study

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices in Seattle, Boston, and

Johannesburg.

Microsoft 365 Environment
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Contoso has a Microsoft 365 FS tenant I he tenant contains the administrative user accounts shown in the following table.

 

 

Users store data In the following locations:

* SharePoint sites

* OneDrive accounts

* Exchange email

* Exchange public folders

* Teams chats

* Teams channel messages

When users in the research department create documents, they must add a 10-dig>t project code to each document. Project codes

that start with the digits 999 are confidential.

SharePoint Online Environment

Contoso has four Microsoft SharePoint Online sites named Site1. Site2. Site3. and Site4.

Site2 contains the files shown in the following table.

 

 

Two users named User1 and User2 are assigned roles for Site2 as shown in the following table.

 

 

Sile3 stores documents related to the company&#8217;s projects. The documents are organized In a folder hierarchy based on the

project.
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Slte4 has the following two retention policies applied:

* Name: SitetKetentionPolicy1

* Locations to apply the policy: Site4

* Delete items older than:2 years

* Delete content based on: When items were created

* Name: Site4RetentionPolicy2

* Locations to apply the policy. Sile4

* Retain items for a specific period: 4 years

* Start the retention period based on: When items were created

* At the end of the retention period: Do nothing

Problem Statements

Management at Contoso is concerned about data leaks. On several occasions, confidential research departments were leaked.

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:

* Name: DLPpolicy1

* Locations to apply the policy; Site2

* Conditions:

* Content contains any of these sensitive info types: SWIF F Code

* Instance count: 2 to any

* Actions: Restrict access to the content

Technical Requirements

Contoso must meet the following technical requirements:

* All administrative users must be able to review DLP reports.

* Whenever possible, the principle of least privilege must be used.

* For all users, all Microsoft 365 data must be retained for at least one year.
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* Confidential documents must be detected and protected by using Microsoft 365.

* Site1 documents that include credit card numbers must be labeled automatically.

* All administrative users must be able to create Microsoft 365 sensitivity labels.

* After a project is complete, the documents in Site3 that relate to the project must be retained for 10 years

NEW QUESTION 72

You need to recommend a solution that meets the Data Loss Prevention requirements for the HR department.

Which three actions should you perform? Each correct answer presents part of the solution. (Choose three.)

NOTE: Each correct selection is worth one point.

*  Schedule EdmUploadAgent.exe to hash and upload a data file that contains employee information.

*  Create a sensitive info type rule package that contains the EDM classification.

*  Define the sensitive information database schema in the XML format.

*  Create a sensitive info type rule package that contains regular expressions.

*  Define the sensitive information database schema in the CSV format.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-custom-sensitive-information-types-withexact-data-match-based-

classification?view=o365-worldwide

NEW QUESTION 73

You plan to implement a sensitive information type based on a trainable classifier. The sensitive information type will identify

employment contracts.

You need to copy the required files to Microsoft SharePoint Online folders to train the classifier.

What should you use to seed content and test the classifier? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide

NEW QUESTION 74

You have a Microsoft 365 tenant.

You discover that email does NOT use Microsoft Office 365 Message Encryption (OME).

You need to ensure that OME can be applied to email.

What should you do first?

*  Enable Microsoft Defender for Office 365.

*  Activate Azure Information Protection.

*  Activate Azure Rights Management (Azure RMS).

*  Create an Azure key vault.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/set-up-new-message-encryption-capabilities?view=o365-worldwide

NEW QUESTION 75

You have a Microsoft 365 tenant that uses Microsoft Exchange Online.

You need to recover deleted email messages from a user&#8217;s mailbox.

Which two PowerShell cmdlets should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

*  Restore-RecoverableItems

*  Get-MailboxRestoreRequest

*  Restore-Mailbox

*  Get-RecoverableItems

*  Set-MailboxRestoreRequest

Reference:

https://docs.microsoft.com/en-us/exchange/recipients-in-exchange-online/manage-user-mailboxes/recover-deleted-messages

NEW QUESTION 76

You have a Microsoft 365 E5 subscription that contains a trainable classifier named Trainable1. You plan to create the items shown

in the following table.
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Which items can use Trainable1?

*  Label2 only

*  Label1 and Label2 only

*  Label1 and Policy1 only

*  Label2 Policy1, and DLP1 only

*  Label1, Label2, Policy1, and DLP1

NEW QUESTION 77

You have a Microsoft 365 tenant that uses trainable classifiers.

You are creating a custom trainable classifier.

You collect 300 sample file types from various geographical locations to use as seed content. Some of the file samples are

encrypted.

You organize the files into categories as shown in the following table.

 

 

Which file categories can be used as seed content?

*  Category4 and Category5 only

*  Category4 and Category6 only

*  Category2. Category3. and Category5 only

*  Category1 and Category3 only

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide

https://docs.microsoft.com/en-us/sharepoint/technical-reference/default-crawled-file-name-extensions-andparsed

NEW QUESTION 78

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth is worth one point.
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Explanation

 

 

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=o365-worldwide

NEW QUESTION 79

You have a Microsoft 365 tenant that uses records management.

You use a retention label to mark legal files stored in a Microsoft SharePoint Online document library as regulatory records.

What can you do to the legal files?

*  Rename the files.
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*  Edit the properties of the files.

*  Copy the content of the files.

*  Change the retention label of the files.

NEW QUESTION 80

You have a Microsoft 365 tenant that contains a Microsoft SharePoint Online site named Site1.

You have the users shown in the following table.

 

 

You create a data loss prevention (DLP) policy for Site1 that detects credit card number information. You configure the policy to use

the following protection action:

* When content matches the policy conditions, show policy tips to users and send them an email notification.

You use the default notification settings.

To Site1, User1 uploads a file that contains a credit card number.

Which users receive an email notification?

*  Used and User2 only

*  Used and User4 only

*  Used, User2, User3, and User4

*  Used only

*  Used and User3 only

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-the-default-dlp-policy?view=o365-w

NEW QUESTION 81

You are configuring a retention label named Label1 as shown in the following exhibit.
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You need to ensure that documents that have Label1 applied are deleted three years after the end of your company&#8217;s fiscal

year.

What should you do?

*  Create a new event type.

*  Select Only delete items when they reach a certain age.

*  Modify the Retention period setting.

*  Set At the ends of the retention period to Trigger a disposition review.

https://docs.microsoft.com/en-us/microsoft-365/compliance/event-driven-retention?view=o365-worldwide

NEW QUESTION 82

You have a Microsoft 365 sensitivity label that is published to all the users in your Azure AD tenant as shown in the following

exhibit.
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Explanation

 

 

NEW QUESTION 83

You have a Microsoft 365 E5 subscription. You need to create a subject rights request What can be configured as a search location?

*  Microsoft Exchange Online and Teams only

*  Microsoft Exchange Online, SharePoint Online, and Teams

*  Microsoft Exchange Online only

*  Microsoft Exchange Online and SharePoint Online only

*  Microsoft SharePoint Online only

NEW QUESTION 84

You need to recommend a solution that meets the compliance requirements for viewing DLP tooltip
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justifications.

What should you recommend?

*  Instruct the compliance department users to review the False positive and override report.

*  Configure a Microsoft Power Automate workflow to route DLP notification emails to the compliance

department.

*  Instruct the compliance department users to review the DLP incidents report.

*  Configure an Azure logic app to route DLP notification emails to the compliance department.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/view-the-dlp-reports?view=o365-worldwide

NEW QUESTION 85

You need to protect documents that contain credit card numbers from being opened by users outside your company. The solution

must ensure that users at your company can open the documents.

What should you use?

*  a retention policy

*  a sensitivity label policy

*  a sensitivity label

*  a data loss prevention (DLP) policy
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