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TopicDetailsTopic 1- Describe and explain the Cisco wireless product portfolio and positioning-  Switching Overview and Features

Topic 2- Wireless Overview and Features-  Routing Overview and FeaturesTopic 3- Define the features and benefits of Cisco DNA

Spaces-  Understand the market for switching portfolioTopic 4- Explain threat-centric security approach and security

architecture-  Understand the routing overviewTopic 5- Identify Cisco's products in the wireless market-  Explain the routing

positioning

Cisco 500-560 Exam Certification Details:
Sample QuestionsCisco 500-560 Sample QuestionsDuration60 minutesNumber of Questions45-55Recommended TrainingCisco
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Q32. Which statement about Cisco umbrella branch operation is true?

*  All DNS requests are redirected at the ISR.

*  Signature files of suspicious domains are periodically downloaded to the ISR

*  It must be installed and configured on each endpoint

*  All policy management and reporting is done from the umbrella server

Q33. Which approach describes the high-velocity Cisco Meraki sales cycle?

*  See, Try, Buy

*  Compete, Pilot, Support

*  POC, Q&A, Rollout

*  Discover, Design, Demo

Q34. Which three decision makers should you focus on when proposing Cisco architectural solutions?

(Choose three.)

*  Individual contributors

*  Operations managers

*  Purchasing officers

*  Technical decision makers

*  Business decision makers

Q35. What is one charlatanistic differentiating the Meraki Dashboard from competing network management interfaces?

*  comprehensive aggregator of multi-vendor networks

*  instantaneous access to virtualized applications

*  built-in live chat for on-demand troubleshooting support

*  centralized single pane of glass for access and management

Q36. Which combination of MS switch models is supported foe physical stacking with each other?

*  MS120-8 and MS120-24

*  MS350-48 and MS350-24X

*  MS225-48 and MS350-48

*  MS225-24 and MS425-16

Q37. Which is a feature of certain Cisco RV series routers?

*  Intelligent Path Control for policy-based routing

*  integrated Sourcefire Intrusion Prevention

*  intelligent caching with Akamai Connect

*  secure VPN access for 5 to 100 users

Q38. Which two statements about FindIT Network Manager licensing are true? (Choose two.)

*  The evaluation copy of the FindIT software supports up to 50 devices

*  In addition to the cost of licensing, there is a one-time initial cost of the FindIT software

*  Only Cisco 100 to 500 Series products are counted as managed devices.

*  Licensing costs include phone support for the FindIT software.

*  An additional license is required for each network manager probe in the network.

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/findit-network-

management/datasheet-c78-737934.html
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Q39. Which three features are Combined on a Cisco ASA 5500-X with FirePOWER services? (Choose three )

*  identity services management

*  email compromise, spoofing, and phishing protection

*  advanced malware protection

*  intrusion prevention

*  CMX analytics

*  firewall

Q40. Which two Cisco Catalyst switches offer fanless operation? (Choose two )

*  Cisco 3560-CX

*  Cisco 2960-XR

*  Cisco 2960-X

*  Cisco 2960-L

*  Cisco 3650

Q41. Which action occurs once an organization&#8217;s licensing expires?

*  Under the &#8216;Organization tab&#8217; the &#8216;License info&#8217; has a message that blinks yellow indicating your

license has expired

*  The organization loses all configuration and analytics information.

*  The organization is immediately shut down.

*  The organization enters a 30-day grace period to resolve the situation in order to return to compliance.

Q42. In which two ways does the MX security appliance achieve automatic failover and high availability? (Choose two )

*  Survivable Remote Site Telephony

*  warm spare (using VRRP)

*  dual redundant uplink support (multiple ISPs)

*  always on (availability groups)

*  redundant gateways (using HSRP)

https://meraki.cisco.com/technologies/failover-and-ha

Q43. What is the term given to cloud-brokered site-to-site VPN tunnels built using Cisco Meraki MX security Appliances?

*  Auto-provisioning IPsec VPN (Auto VPN)

*  Secure Shell tunneling (SSH)

*  Generic Routing Encapsulation (GRE)

*  Dynamic Multipoint VPN (DMVPN)

Q44. What is the next largest operating expense for a typical corporation after employee salaries?

*  information technology and technology purchases

*  network administration costs

*  corporate real estate costs

*  software licensing costs

Q45. Which two remote live troubleshooting tools are available directly within the Cisco Meraki dashboard? (Choose two)

*  Flexible NetFlow

*  virtual breakout boxes

*  Internetwork Performance Monitor

*  packet capture

*  cable test tool

https://meraki.cisco.com/technologies/remote-live-tools
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Q46. Which three options are opportunities for partners to introduce Cisco Meraki products to existing or prospective customers?

(Choose three.)

*  Free Cisco Meraki refurbished equipment

*  Cisco Meraki roadshow

*  Cisco Meraki equipment rental program

*  Webinars with a free AP for qualified attendees

*  Free mobile device management with Systems Manager

*  Free product trials

Q47. Which advantage over a cloud based solution does a cisco on-premises solution offer?

*  optimized for lean IT and automatic value.

*  flexible deployment and configuration options

*  centralized management and configuration

*  flexible subscription-based offers.

Q48. What is the interface used to access the Cisco Meraki Dashboard?

*  Web browser

*  Terminal (Mac) or Command Prompt (Windows)

*  Cisco lOS command line interface (CLl)

*  Secure Shell (SSH)

Q49. Which series of routers are a good fit for small and midsize business customers who have limited space but need best-n-class

routing?

*  Meraki MX Series

*  4000 Series ISR

*  RV Series

*  800 series ISR and 1100 Senes ISR

Q50. Which description of SmartNet services for Cisco APs is true?

*  purchased per controller and covers all APS of the controller

*  purchased in increment of 5 APs

*  purchased individually for each AP

*  purchased in increments of 10 APs

Q51. Where on the Web User interface can customers find details of application visibility and control?

*  the monitoring panel

*  the dashboard

*  configuration

*  troubleshooting

Q52. In which four areas does Cisco Smart Net Total Care provide support? (Choose four )

*  product lifecycle management

*  customer opportunity development

*  sales support management

*  technical services and incident management

*  customer service management

*  security and product alerts

*  service coverage management

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/smart-net-total- care/datasheet-c78-735459.pdf
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