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QUESTION 103

DRAG DROP

Match the connection component to the corresponding OS/Function.
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QUESTION 104

Which values are acceptable in the address field of an Account?

*  It must be a Fully Qualified Domain Name (FQDN)

*  It must be an IP address

*  It must be NetBIOS name

*  Any name that is resolvable on the Central Policy Manager (CPM) server is acceptable

QUESTION 105

Which one the following reports is NOT generated by using the PVWA?

*  Accounts Inventory

*  Application Inventory

*  Sales List

*  Convince Status
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QUESTION 106

If the AccountUploader Utility is used to create accounts with SSH keys, which parameter do you use to set the full or relative path

of the SSH private key file that will be attached to the account?

*  KeyPath

*  KeyFile

*  ObjectName

*  Address

QUESTION 107

In the screenshot displayed, you just configured the usage in CyberArk and want to update its password.

 

 

What is the least intrusive way to accomplish this?

*  Use the &#8220;change&#8221; button on the usage&#8217;s details page.

*  Use the &#8220;change&#8221; button on the parent account&#8217;s details page.

*  Use the &#8220;sync&#8221; button on the usage&#8217;s details page.

*  Use the &#8220;reconcile&#8221; button on the parent account&#8217;s details page.
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QUESTION 108

You have associated a logon account to one your UNIX cool accounts in the vault. When attempting to

[b]change [/b] the root account&#8217;s password the CPM will&#8230;..

*  Log in to the system as root, then change root&#8217;s password

*  Log in to the system as the logon account, then change roofs password

*  Log in to the system as the logon account, run the su command to log in as root, and then change root&#8217;s password.

*  None of these

QUESTION 109

It is possible to control the hours of the day during which a user may log into the vault.

*  TRUE

*  FALSE

QUESTION 110

What is the purpose of the PrivateArk Server service?

*  Executes password changes

*  Maintains Vault metadata

*  Makes Vault data accessible to components

*  Sends email alerts from the Vault

QUESTION 111

Platform settings are applied to _________.

*  The entire vault.

*  Network Areas

*  Safes

*  Individual Accounts

QUESTION 112

Platform settings are applied to _________.

*  The entire vault.

*  Network Areas

*  Safes

*  Individual Accounts

QUESTION 113

Which onboarding method would you use to integrate CyberArk with your accounts provisioning process?

*  Accounts Discovery

*  Auto Detection

*  Onboarding RestAPI functions

*  PTA Rules

QUESTION 114
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VAULT authorizations may be granted to_____.

*  Vault Users

*  Vault Groups

*  LDAP Users

*  LDAP Groups

QUESTION 115

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be

accessible upon a planned Vault restart? (Choose three.)

*  Store the CD in a physical safe and mount the CD every time Vault maintenance is performed

*  Copy the entire contents of the CD to the system Safe on the Vault

*  Copy the entire contents of the CD to a folder on the Vault Server and secure it with NTFS permissions

*  Store the server key in a Hardware Security Module (HSM) and copy the rest the keys from the CD to a folder on the Vault Server

and secure it with NTFS permissions

QUESTION 116

You received a notification from one of your CyberArk auditors that they are missing Vault level audit permissions. You confirmed

that all auditors are missing the Audit Users Vault permission.

Where do you update this permission for all auditors?

*  Private Ark Client > Tools > Administrative Tools > Directory Mapping > Vault Authorizations

*  Private Ark Client > Tools > Administrative Tools > Users and Groups > Auditors > Authorizations tab

*  PVWA User Provisioning > LDAP integration > Vault Auditors Mapping > Vault Authorizations

*  PVWA> Administration > Configuration Options > LDAP integration > Vault Auditors Mapping > Vault Authorizations

QUESTION 117

VAULT authorizations may be granted to_____.

*  Vault Users

*  Vault Groups

*  LDAP Users

*  LDAP Groups

QUESTION 118

A new HTML5 Gateway has been deployed in your organization.

Where do you configure the PSM to use the HTML5 Gateway?

*  Administration > Options > Privileged Session Management > Configured PSM Servers > Connection Details > Add PSM

Gateway

*  Administration > Options > Privileged Session Management > Add Configured PSM Gateway Servers

*  Administration > Options > Privileged Session Management > Configured PSM Servers > Add PSM Gateway

*  Administration > Options > Privileged Session Management > Configured PSM Servers > Connection Details

QUESTION 119

Which parameters can be used to harden the Credential Files (CredFiles) while using CreateCredFile Utility?
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(Choose three.)

*  Operating System Username

*  Host IP Address

*  Client Hostname

*  Operating System Type (Linux/Windows/HP-UX)

*  Vault IP Address

*  Time Frame

QUESTION 120

Accounts Discovery allows secure connections to domain controllers.

*  TRUE

*  FALSE

QUESTION 121

Can the &#8216;Connect&#8217; button be used to initiate an SSH connection, as root, to a Unix system when SSH access for root

is denied?

*  Yes, when using the connect button, CyberArk uses the PMTerminal.exe process which bypasses the root SSH restriction.

*  Yes, only if a logon account is associated with the root account and the user connects through the PSM-SSH connection

component.

*  Yes, if a logon account is associated with the root account.

*  No, it is not possible.

QUESTION 122

A user is receiving the error message &#8220;ITATS006E Station is suspended for User jsmith&#8221; when attempting to sign

into the Password Vault Web Access (PVWA). Which utility would a Vault administrator use to correct this problem?

*  createcredfile.exe

*  cavaultmanager.exe

*  PrivateArk

*  PVWA

QUESTION 123

A Logon Account can be specified in the Master Policy.

*  TRUE

*  FALSE

QUESTION 124

When Dual Control is enabled a user must first submit a request in the Password Vault Web Access (PVWA) and receive approval

before being able to launch a secure connection via PSM for Windows (previously known as RDP Proxy).

*  True

*  False, a user can submit the request after the connection has already been initiated via the PSM for Windows

QUESTION 125

Which keys are required to be present in order to start the PrivateArk Server service?

*  Recovery public key
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*  Recovery private key

*  Server key

*  Safe key

QUESTION 126

Which report provides a list of account stored in the vault.

*  Privileged Accounts Inventory

*  Privileged Accounts Compliance Status

*  Entitlement Report

*  Active Log

QUESTION 127

As long as you are a member of the Vault Admins group you can grant any permission on any safe.

*  TRUE

*  FALSE

Explanation

Being in Vault admins group only give you access to safes which are created during installation (safe created in installation process )

-This is clearly mentioned in documents .
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