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NO.26 In which two ways can users and endpoints be classified for TrustSec?

(Choose Two.)
* VLAN

* SXP

* dynamic

* QoS

* SGACL

NO.27 An administrator for a small network is configuring Cisco | SE to provide dynamic network access to users. Management
needs Cisco | SE to not automatically trigger a CoA whenever a profile change is detected. Instead, the administrator needs to verify

the new profile and manually trigger a CoA.

What must be configuring in the profiler to accomplish this goal?
* Port Bounce
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* No CoA

* Session Query

* Reauth

https://ciscocustomer.lookbookhq.com/iseguidedjourney/I SE-profiling-policies

NO.28 An engineer isworking with a distributed deployment of Cisco I SE and needs to configure various network probes to collect
aset of attributes from the used to accomplish this task?

* policy service

* monitoring

* pxGrid

* primary policy administrator

NO.29 An administrator is manually adding a device to a Cisco | SE identity group to ensure that it is able to access the network
when needed without authentication Upon testing, the administrator notices that the device never hits the correct authorization policy
line using the condition EndPoints Logical Profile EQUALS static_list Why is this occurring?

* The dynamic logical profile is overriding the statically assigned profile

* The deviceis changing identity groups after profiling instead ot remaining static

* Thelogical profileisbeing statically assigned instead of the identity group

* Theidentity group is being assigned instead of the logical profile

NO.30 An organization wants to implement 802.1X and is debating whether to use PEAP-M SCHAPv2 or PEAP-EAP-TLSfor
authentication. Drag the characteristics on the |eft to the corresponding protocol on the right.

IPEAP-MSCHAPv2

uses username and password for authentication

uses certificates for authentication

changes credentials through the admin po

a
supports rragmenr@lt:ér e tunnel is established

uses the X.509 format

supports auto-enrollment for obtaining credentials
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PEAP-MSCHAPVZ

uses username and password for authentication
uses username and password for authentication

uses certificates for authentication changes Wmmugh the admin portal
Fa
=W L A
"
kp’orts fragmentation after the tunnel is established

changes credentials through the admin po

supports rragment@l

uses the X.509 format

PEAP-EAP-TLS

uses certificates for authentication

uses the X.509 format

supports auto-enroliment for obtaining credentials

supports auto-enroliment for obtaining credentials

NO.31 An administrator is attempting to replace the built-in self-signed certificates on a Cisco | SE appliance. The CA is requesting
some information about the appliance in order to sign the new certificate. What must be donein order to provide the CA this
information?

* Install the Root CA and intermediate CA.

* Generate the CSR.

* Download the intermediate server certificate.

* Download the CA server certificate.

NO.32 Refer to the exhibit Which switch configuration change will allow only one voice and one data endpoint on each port?
* Multi-auth to multi-domain

* Mab to dotlx

* Auto to manual

* Multi-auth to single-auth

Reference:

https://community.cisco.com/t5/network-access-control/ci sco-ise-multi-auth-or-multi-host/m-p/3750907

NO.33 What is the condition that a Cisco | SE authorization policy cannot match?
* company contact

* custom

* time

* devicetype

* posture

NO.34 An administrator is configuring a Cisco | SE posture agent in the client provisioning policy and needs to ensure that the
posture policies that interact with clients are monitored, and end users are required to comply with network usage rules Which two
resources must be added in Cisco | SE to accomplish this goal ? (Choose two)

* AnyConnect

* Supplicant

* Cisco ISENAC

* PEAP
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* Posture Agent
Reference:

https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_ Administ
rator_Guide 4-0/configure-posture.html

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b ISE admin_guide 24/m_configure client_provisioning.html
#task_D1C2ESECE1D54D259C01BCBF0OA5822F1

NO.35 What must be configured on the WLC to configure Central Web Authentication using Cisco |SE and aWLC?
* Set the NAC State option to SNMP NAC.

* Set the NAC State option to RADIUS NAC.

* Usethe radius-server vsa send authentication command.

* Usethe ip access-group webauth in command.

NO.36 Which port does Cisco | SE use for native supplicant provisioning of a Windows laptop?
* TCP 8905

* TCP 8909

* TCP 443

* UDP 1812

Section: Endpoint Compliance

Explanation/Reference: https.//www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise admin_guide 21/
b ise admin _guide 20 chapter 010101.html

NO.37 An administrator is migrating device administration access to Cisco | SE from the legacy TACACS+ solution that used only
privilege 1 and 15 access levels. The organization requires more granular controls of the privileges and wants to customize access
levels 2-5 to correspond with different roles and access needs. Besides defining a new shell profilein Cisco | SE. what must be done
to accomplish this configuration?

* Enablethe privilege levelsin Cisco ISE

* Enablethe privilege levelsin the |OS devices.

* Define the command privileges for levels 2-5 in the |OS devices

* Define the command privileges for levels 2-5in Cisco I SE

NO.38 Drag the Cisco | SE node types from the | eft onto the appropriate purposes on the right.
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Monitoring= provides advanced monitoring and troubleshooting tools that you can use to effectively manage your network and
resources Policy Service= provides network access, posture, guest access, client provisioning, and profiling services.

This persona evaluates the policies and makes all the decisions.

Administration= manages all system-related configuration and configurations that relate to functionality such as authentication,
authorization, auditing, and so on pxGrid= shares context-sensitive information from Cisco | SE to subscribers

https://www.cisco.com/c/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide 14/b_ise_admin_guide

NO.39 Drag the descriptions on the left onto the components of 802.1X on the right.

software on the endpoint that .
communicates with EAP at layer 2 Suthanticetor
Lk}
pf P cOo
device that controls physical access tm NG ficant
based on the endpoint authenticati "
device that validates the identity of the endpoint
and provides results to another device authentication server
software on the endpoint that software on the endpoint that
communicates with EAP at layer 2 communicates with EAP at layer 2
corte
(_‘,E'ipf :
device that controls physical access tgw N device that validates the identity of the endpoint
based on the endpaint authentica and provides results to another device
device that validates the identity of the endpaint device that controls physical access to the network
and provides results to another device based on the endpoint authentication status

NO.40 An engineer is enabling a newly configured wireless SSID for tablets and needs visibility into which other types of devices
are connecting to it. What must be done on the Cisco WLC to provide thisinformation to Cisco | SE9

* enable P Device Tracking

* enable MAC filtering

* enable Fast Transition

* enable mMDNS snooping

NO.41 Which two ports must be open between Cisco I SE and the client when you configure posture on Cisco | SE? (Choose two).
* TCP 8443

* TCP 8906

* TCP 443

* TCP80

* TCP 8905
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More about 300-715 Evaluation The Cisco 300-715 test is categorized among other concentration tests where you only

haveto passone. You select and takeit after clearing the core exam called 350-701. With exam 300-715, each candidate has

1.5 hoursto comprehensively answer all the questions presented to him or her. Listed below are the exam domains: - BYOD;
- Profiler;- Architecture & deployment;

Please note, other topics might be covered in the final exam but the above-listed are the commonly tested areas. If you intend to sit

for 300-715 exam, enroll in the 2Implementing and Configuring Cisco ISE' course to help you prepare. Study guides also make great

sources of information about the real test.
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