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Fortinet NSE4 _FGT-7.0 Exam Syllabus Topics.

TopicDetailsTopic 1- Explain and configure antivirus scanning modes to neutralize malware threats- |dentify FortiGate inspection
modes and configure web and DNSfilteringTopic 2- Identify and configure different methods of firewall authentication-
Describe and inspect encrypted traffic using certificatesTopic 3- Configure and implement different SSL-VPN modes to
provide secure access to the private network- |mplement the Fortinet Security FabricTopic 4- Implement a meshed or
partially redundant I1Psec VPN- Explain FSSO deployment and configuration

NO.64 Which of the following conditions must be met in order for aweb browser to trust a web server certificate signed by a
third-party CA?

* The public key of the web server certificate must be installed on the browser.

* The web-server certificate must be installed on the browser.

* The CA certificate that signed the web-server certificate must be installed on the browser.
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* The private key of the CA certificate that signed the browser certificate must be installed on the browser.

NO.65 Which two statements are correct regarding FortiGate FSSO agentless polling mode? (Choose two.)
* FortiGate points the collector agent to use aremote LDAP server.

* FortiGate uses the AD server as the collector agent.

* FortiGate uses the SMB protocol to read the event viewer logs from the DCs.

* FortiGate queries AD by using the LDAP to retrieve user group information.

Fortigate Infrastructure 7.0 Study Guide P.272-273

https://kb.fortinet.com/kb/documentLink.do?external ID=FD47732

NO.66 View the exhibit:

" Status " Name VLAN ID T Type v IP/Netmask
B @ port1 Physi ﬁ@!e 10.200.1.1 255.255.255.0
i: port1-VLAN1 i \'CW 10.200.5.1 255.255.255.0
port1-VLAN10 &eﬂ\w " VLAN 10.0.10.1 255.255.255.0
B © port2 Physical Interface 10.200.2.1 255.255.255.0
I: port2-VLAN1 1 VLAN 10.0.5.1 255.255.255.0
port2-VLAN10 10 VLAN 10.0.20.254 255.255.255.0
4} port3 Physical Interface 10.0.1.254 255.255.255.0

Which the FortiGate handle web proxy traffic rue? (Choose two.)

* Broadcast traffic received in port1-VLAN10 will not be forwarded to port2-VLAN10.
* port-VLAN1 isthe native VLAN for the port1 physical interface.

* portl-VLAN10 and port2-VLAN10 can be assigned to different VDOMSs.

* Traffic between portl-VLAN1 and port2-VLANL1 is allowed by defaullt.

NO.67 Refer to the exhibit.
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The exhibit contains the configuration for an SD-WAN Performance SLA, aswell as the output of diagnose sys virtual-wan-link
health-check.

Which interface will be selected as an outgoing interface?
* port2

* port4

* port3

* portl

Port 1 shows the lowest latency.

NO.68 Refer to the exhibits.

Exhibit A TEEic 61

Exhibit A shows system performance output. Exhibit B shows a FortiGate configured with the default configuration of high memory
usage thresholds. Based on the system performance output, which two statements are correct? (Choose two.)

* Administrators can access FortiGate only through the console port.

* FortiGate has entered conserve mode.

* FortiGate will start sending all files to FortiSandbox for inspection.

* Administrators cannot change the configuration.
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NO.69 Which statement about video filtering on FortiGate is true?

* Full SSL Inspection is not required.

* |tisavailable only on aproxy-based firewall policy.

* |t inspects video files hosted on file sharing services.

* Video filtering FortiGuard categories are based on web filter FortiGuard categories.

NO.70 An administrator observes that the portl interface cannot be configured with an 1P address. What can be the reasons for that?
(Choose three.)

* The interface has been configured for one-arm sniffer.

* Theinterface isamember of avirtual wire pair.

* The operation mode is transparent.

* Theinterface isamember of azone.

* Captive portal is enabled in the interface.

https://hel p.fortinet.com/fos50hl p/54/Content/Forti OS/fortigate-whats-new-54/Top_Virtual WirePair.htm

NO.71 What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?
* |t limits the scanning of application traffic to the DNS protocol only.

* It limits the scanning of application traffic to use parent signatures only.

* It limits the scanning of application traffic to the browser-based technology category only.

* |t limits the scanning of application traffic to the application category only.

NO.72 An administrator is running the following sniffer command:

Which three pieces of Information will be Included in me sniffer output? { Choose three.)
* Interface name

* Packet payload

* Ethernet header

* | P header

* Application header

NO.73 Refer to the exhibit.
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Which contains a session list output. Based on the information shown in the exhibit, which statement is true?
* Destination NAT isdisabled in the firewall policy.

* One-to-one NAT IP pool is used in the firewall policy.

* Overload NAT IP pool isused in the firewall policy.

* Port block alocation IP pool isused in the firewall policy.

FortiGate_Security 6.4 page 155 . In one-to-one, PAT is not required.

NO.74 Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

* |t requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.

* ADVPN isonly supported with IKEv2.

* Tunnels are negotiated dynamically between spokes.

* Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are defined in advance.

NO.75 An administrator does not want to report the logon events of service accounts to FortiGate. What setting on the collector
agent isrequired to achieve this?

* Add the support of NTLM authentication.

* Add user accounts to Active Directory (AD).

* Add user accounts to the FortiGate group fitter.

* Add user accounts to the Ignore User List.

NO.76 In an explicit proxy setup, where is the authentication method and database configured?
* Proxy Policy

* Authentication Rule

* Firewall Policy

* Authentication scheme

NO.77 Which three statements about a flow-based antivirus profile are correct? (Choose three.)
* |PS engine handles the process as a standal one.

* FortiGate buffers the whole file but transmits to the client simultaneously.

* |f the virus is detected, the last packet is delivered to the client.

* Optimized performance compared to proxy-based inspection.

* Fow-based inspection uses a hybrid of scanning modes available in proxy-based inspection.

NO.78 Refer to the exhibit.
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Authentication rule

Edit Rule Authentication rule
Name WebproxyRule
Source Address S LOCAL_SUBNET x
+*
Protocol B HTTP -
Authentication Scheme © B Web-Proxy-Scheme >
IP-based Authentication © Disable
SS0 Authentication Scheme
Comments Write a comment aMoza
Enable This Rule (]S © Disable
Users
* CreateNew # Edit 1] Delete | Search
Name = Type =

& User-A & LOCAL
& UserB & LOCAL
& UserC & LOCAL
Authentication scheme
[Edit Authentication Scheme
MName Web-Proxy-Scheme
Method Form-based ®

+
User database Other
Two-factor authentication »
Firewall address
[Edit Address
Category AVEEC Proxy Address
Name LOCAL_SUBNET m
Color = Change
Type p
FF'INatmask \' 069

confi iguration

Comments Write a comment /255

Proxy address

Edit Address

Category Address | TS

Name Browser-CAT-1

Calor # Change

Type User Agent -

Host S LOCAL_SUBNET -

User Agent  Apple Safari %
Google Chrome x
Microsaft ImemelExnloref or Spant *

Comments | Wiite a comment 28

Proxy address

Edit Address

Category  Accress NN

Name Browser-CAT-2

Color ® Change

Type User Agert .

Host S LOCAL_SUBNET b

User Agent  Mozila Firefox x

+
Comments | Wiite a comment

Web proxy address

(2] Source Destination Schedule Action

[] explicit-web proxy — 8 pori @

[® Browser-CAT-2 Sall Babways

1 ELOCAL_SUBNET
& User-B
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§ S LOCAL_SUBNET Zal Gaways  wACCEPT
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The exhibit shows proxy policies and proxy addresses, the authentication rule and authentication scheme, users, and firewall
address.

An explicit web proxy is configured for subnet range 10.0.1.0/24 with three explicit web proxy policies.

The authentication rule is configured to authenticate HT TP requests for subnet range 10.0.1.0/24 with a form-based authentication
scheme for the FortiGate local user database. Users will be prompted for authentication.

How will FortiGate process the traffic when the HTTP request comes from a machine with the source IP 10.0.1.10 to the destination
http://www.fortinet.com? (Choose two.)

* If aMozillaFirefox browser is used with User-B credentials, the HT TP request will be allowed.

* |f aGoogle Chrome browser is used with User-B credentials, the HTTP request will be allowed.

* If aMozillaFirefox browser is used with User-A credentials, the HTTP request will be allowed.

* If aMicrosoft Internet Explorer browser is used with User-B credentials, the HT TP request will be allowed.

NO.79 Refer to the exhibit to view the firewall policy.

Name © Internet Access |
Incoming Interface | [# port2 v
Outgoing Interface | [ portt - I
Source =all x
+
Destination BPall X
+
Schedule [ always -
Service ) DNS e . E
BpreP
. \aH x
‘—\\ Y . M@ ATTPS x
ze :
N7
Action L el © DENY
Inspection Mode Proxy-based
Security Profiles
AntiVirus O ‘ m default v &
Web Filter »
DNS Filter »
Application Control (®
IPS 0
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Which statement is correct if well-known viruses are not being blocked?

* Thefirewall policy does not apply deep content inspection.

* Thefirewall policy must be configured in proxy-based inspection mode.

* The action on the firewall policy must be set to deny.

* Web filter should be enabled on the firewall policy to complement the antivirus profile.

NO.80 Examine this Forti Gate configuration:

config system glcbal
opel oo

set'av-failopen pass

end

Examine the output of the following debug command:

# diagneose hardware sysinfo conserve
memory conserve mode: on
total RAM: 3040 MB ’@@ "{:(:3
memory used: 2948 MB 3;(?\3 Qgﬁﬁwﬁgﬁ 'tE‘RAM

memory freeableg}%{%- % of total RAM

memory used + freeable threshold extreme: 2887 MB 95% of total RAM
memory used threshold red: 2675 MB 88% of total RAM

memory used threshold green: 24%2 MB 82% of total RAM

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require inspection?
* |t isallowed, but with no inspection

* |tisallowed and inspected as long as the inspection is flow based

* |t isdropped.

* |tisallowed and inspected, as long as the only inspection required is antivirus.

NO.81 Which of the following statements about central NAT are true? (Choose two.)

* |Ptool references must be removed from existing firewall policies before enabling central NAT.

* Central NAT can be enabled or disabled from the CLI only.

* Source NAT, using central NAT, requires at least one central SNAT policy.

* Destination NAT, using central NAT, requires a VIP object as the destination addressin afirewall.

NO.82 Refer to the exhibit.
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Authentication
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Pre-shared Key ssssanns
IKE
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Phase 1 Proposal © Add
Encryption AES256 = Authentication SHA258
32 31 30 29 28
Diffie-Hellman Group Fdl 20 19 18 17
15 14 5 @ 2 1
Key Lifetime (seconds) | 86400
Local ID

HQ-FortiGate 10-10.100-10 46:10.200.10
Remote-FortiGate
Metwork Network
|PVersion 1Pvd RIS IPVersion m IPvé
Remote Gateway Static IP Address - Remote Gateway Static IP Address -
1P Address 10.10.200.10 IP Address 10.10.100.10
Interface # port1 - Interface = port1 -
Local Gateway (e ] Local Gateway >
Mode Config Mode Config O
NAT Traversal m Disable Forced NAT Traversal m Disable Forced
Keepalive Frequency 10 0 1

L d

x

27
16

A network administrator is troubleshooting an I1Psec tunnel between two FortiGate devices. The administrator has determined that
phase 1 fails to come up. The administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they

match.

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up?

(Choose two.)

* On HQ-FortiGate, set IKE mode to Main (ID protection).

*On both FortiGate devices, set Dead Peer Detection to On Demand.
* On HQ-FortiGate, disable Diffie-Helman group 2.
* On Remote-FortiGate, set port2 as Interface.
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NO.83 Examine the two static routes shown in the exhibit, then answer the following question.

*+ Create New

Destination Gateway Interface Priority Distance
172.20.168.0/24 172251 = port1 10 20
761
17220 .168.0/24 172251 = port2 20 20
781

Which of the following is the expected FortiGate behavior regarding these two routes to the same destination?

* FortiGate will load balance all traffic across both routes.

* FortiGate will use the portl route as the primary candidate.
* FortiGate will route twice as much traffic to the port2 route
* FortiGate will only actuate the port1 route in the routing table

&#8220;1f multiple static routes have the same distance, they are all active; however, only the one with the lowest priority is
considered the best path.& #8221,

NO.84 Refer to the exhibit showing a debug flow output.

Which two statements about the debug flow output are correct? (Choose two.)

* The debug flow is of ICMP traffic.

* A firewall policy alowed the connection.

* A new traffic session is created.

* The default route is required to receive areply.

NO.85 Which three authentication timeout types are availahility for selection on FortiGate? (Choose three.)

* hard-timeout

* auth-on-demand

* soft-timeout
* New-session
* |dle-timeout

https://kb.fortinet.com/kb/documentLink.do?external ID=FD37221

NO.86 Which two statements are true about the FGCP protocol ? (Choose two.)

* Not used when FortiGate isin Transparent mode
* Electsthe primary FortiGate device
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* Runs only over the heartbeat links

* |sused to discover FortiGate devices in different HA groups

NO.87 Refer to the exhibit to view the application control profile.

== WebhiClherit [(24) ® = Unknown Applications

WO KL ETVICE

e ——

Bl Application Si

3 FaceTime

gnature
. \VolP

Client-Server

@ FTP_Command I Network.Service & AppleiPad &8 Mobile
P Network Protocol Enforcement 2 FaceTime W olP & AppleiPhone 8 Mobile
. 4 CUPs I Network Ser
Facebook_File. Download &
Application and Filter Overrides e ™ i iy ET“ ™ Facel | RS
I Facebook: File.Uplaad £ @ b PaceTime .
& Create New d
L - 1 [l & Facebook_ Mp:s-.cn p- Coliaboration 2 FileMaker 8 GeneralInte:
Priority Dietails Type Action P for 5 B Colisboration v FileMabker Web Publishing @ BB Generalinte:
1 EE2) Excessive-Bandwadth  Filter @ Block I‘i& '\rﬁ; gerVolPCall B Coliaboration @ HTTPBROWSER Safari B Weh Client
A Fi Monit e
2 B3 Appie e ® Monitor G rl '@ Facebook M rVoice Message @ & Collaboration @ QuickTime B Video/Audio
I Facebook Video Play a8 Video/Audio @ iCloud e SsormgeBac
Name < Category = Technology = Popularity =

Based on the configuration, what will happen to Apple FaceTime?
* Apple FaceTime will be blocked, based on the Excessive-Bandwidth filter configuration

* Apple FaceTime will be allowed, based on the Appl

* Apple FaceTime will be allowed only if the filter in Application and Filter Overridesis set to Learn

efilter configuration.

* Apple FaceTime will be allowed, based on the Categories configuration.

NO.88 Examine the |PS sensor configuration shown in the exhibit, and then answer the question below.

IPS Sensor

WINDOWS_SERVERS

c’e‘)f ep

Mame

Comments

IPS Signatures

+ Add Signatu
fﬁa SByerity

Target | Service OS5 Action
@I g entries found
IPS Filters
+ Add Filter  # EditFilter & Delete
L Filter Details Action
ocation:server
|DSW|ndows © Block o
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Forward Traffic Logs

o L | © AddFilter

HH

10:09:03
10:09:03
10:09:02
10:09:02
10:09:01
10.08.59
10:08:57
10:08:57
10:08:57
10:08:57

- & h da O N -

=T = =

=]

L DatelTime

Source Destination

10.200.1.254 10.200.1.200
10.200.1.254 10.200.1.200,
10.200.1 254 j_g,gacd“am
10.200.1.254_53'200.1.200
10.200.1.254 10.200.1.200
102001254 10.200.1.200
10.200.1.254 10.200.1.200
10.200.1 254 10.200.1.200
10.200.1.254 10.200.1.200
10.200.1.254 10.200.1.200

Application Name . % Fﬁ%suh; Palicy
nggw >0 0 130kB2 65 KB 2(Web-Server-AccessIPS)
1 L%Jg{i ¥ 1.30kB/2 65 kB 2(Web-Server-Access-IPS)
“HTTPS ¥ 1.30kB/265 kB 2(Web-Server-Access-IPS)
HTTPS v 1.30kB/2 65 kB 2(Web-Server-Access-IPS)
HTTPS ¥ 1.30kB/265 kB 2(Web-Server-Access-IPS)
HTTPS ¥ 1.30kB/265 kB 2(Web-Server-AccessIPS)
HTTPS “1.30kB265 kB 2(Web-Server-AccessIPS)
HTTPS ¥ 1 30kB/2.65 kB 2(Web-Server-AccessAPS)
HTTPS ¥ 1.30kB/265 kB 2(Web-5erver-AccessIPS)
HTTPS ¥ 1.30kB/265 kB 2(Web-Server-Access-IPS)

An administrator has configured the WINDOWS_SERVERS IPS sensor in an attempt to determine whether the influx of HTTPS
traffic is an attack attempt or not. After applying the IPS sensor, FortiGate is still not generating any IPS logs for the HTTPS traffic.

What is a possible reason for this?
* The IPSfilter is missing the Protocol: HTTPS option.

* The HTTPS signatures have not been added to the sensor.
* A DoS policy should be used, instead of an IPS sensor.

* A DoS policy should be used, instead of an | PS sensor.

*

The firewall policy isnot using afull SSL inspection profile.
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