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Cisco 500-220 Exam Syllabus Topics:

TopicDetailsTopic 1- Device enrollment such as supervised and device owner- Interpret information from monitoring and reporting
toolsTopic 2- Redundant networks and high availability- Explain deployment consideration for the vM X Topic 3- Compare
endpoint device and application management methods- Design dynamic path selection policiesTopic 4- Troubleshooting
Enterprise networks- Compare deployment workflowsTopic 5- Sentry for Meraki managed deployments- Design scalable
Meraki Auto VPN architecturesTopic 6- Alerts with Dashboard, SNMP, Syslog and Netflow in Dashboard- Security threats
using Security CenterTopic 7- Threat protection and content filtering rules- Explain access methods to dashboard and
devicesTopic 8- SSIDs for Enterprise and BY OD deployments- Cisco Meraki Cloud ManagementTopic 9- Wireless client
connectivity issues using Dashboard- Network access control solutions

NO.16 Which Cisco Meraki product must be deployed in addition to Systems Manager so that Systems Manager Sentry enrollment
can be used?

* MS Switch

* Meraki Insight

* MR Access Point

* MV Smart Camera

NO.17 Which requirement is needed to implement Fast Lane on Cisco Meraki APs?
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* wireless profileinstalled on an Apple iOS device

* wireless profile installed on a Cisco iOS access point

* adaptive 802.11r disabled

* traffic shaping rule tagging traffic with a DSCP value of 46 to Apple.com
Reference:

Wireless QoS and_Fast_Lane

NO.18 Refer to the exhibit.

Recent 802.1X failure

b

For an AP that displays this aert, which network access control method must be in use?
* preshared key

* WPAZ2-enterprise with my RADIUS server

* gplash page with my RADIUS server

* MAC-based access control with RADIUS server

NO.19 What istherole of the Meraki Dashboard as the service provider when using SAML for single sign-on to the Dashboard?
* The Dashboard generates the SAML request.

* The Dashboard provides user access credentials.

* The Dashboard parses the SAML request and authenticates users.

* The Dashboard generates the SAML response.

NO.20 Drag and drop the settings from the left into the boxes on the right to indicate if the setting will be cloned or not cloned using
the Cisco Meraki M S switch cloning feature.

switch management IP Cloned

switch name -
port name - \0) aC‘Gi o
inte@g%&\; .;\j FE?

STP ‘E?Jn;iage property ' Not Cloned
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switch management IP Cloned

switch management IP

switch name

port name ‘r“;p ' { i

inte:ﬁgfﬁ&\q N \“’\1 STPabridge property

STP bridge property | Not Cloned
switch name
port name

NO.21 When wireless SSIDs are configured in Dashboard, which setting on the Access Control page affects the ability of a2.4 GHz
only client device from associating to the WLAN for the first time?

* Content filtering

* Bridge mode

* 802.11r

* Dual band operating with Band Steering

NO.22 A Cisco Meraki MV camerais monitoring an office and itsfield of vision currently captures work desks and employee
computer screens. However, recording employee computer screens is prohibited by local regulation.

Which feature in Dashboard can be used to preserve the current position of the camera while aso meeting regulation requirements?
* zone exclusion

* privacy window

* areaor interest

* sensor crop

* restricted mode

NO.23 Which configuration step is necessary when automatic updating is required of iOS apps provisioned through Systems
Manager that are found in the App Store?

* No configuration step is necessary; automatic updating is the default behavior.

* Configure automatic updating of iOS devicesin the Meraki installed profile.

* Create a security policy that enables automatic updates.

* Create a profile with automatic update enabled and apply it to iOS devices.

NO.24 Which API endpoint clones a new Organization?
* POST /organizations/clone/{ organi zationl d}

* PUT /organizations/{ organizationld} /clone

* POST /organizations/{ organizationl d} /new

* POST /organizations/{ organizationld} /clone

NO.25 Which type of authentication protocol is used when using OSPF on an MX appliance?

* MD5
* certificate
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* plaintext
* SHA-1
Reference:

Using OSPF to Advertise Remote VPN_Subnets

NO.26 Which information is used to calculate whether aWAN link has high usage?

* data under Security & SD WAN > Appliance Status > Uplink > Live Data

* total historical throughput of an uplink

* total number of devicesthat are actively passing traffic

* value under Security & SD WAN > SD WAN & Traffic Shaping > Uplink Configuration

NO.27 Refer to the exhibit.

Network A Internet

Breakout
o a3 |
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~icepreP

T ‘\\\ Full VPN
L tunnel
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Network B
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Network C

What isthe minimal Cisco Meraki Insight licensing requirement?

* A single Meraki Insight license must be configured on network A to gain Web App Health visibility on network B.

* A single Meraki Insight license must be configured on network B to gain Web App Health visibility on network B.

* A single Meraki Insight license must be configured on network A, and a single license must be configured on network B, to gain
Web App Health visibility on network B.

* Two Meraki Insight licenses must be configured on network A to gain Web App Health visibility on network B.

* Two Meraki Insight licenses must be configured on network A and a single license must be configured on network B, to gain Web
App Health visibility on network B.

NO.28 For which two reasons can an organization become & #8220;0ut of License& #8221;? (Choose two.)
* licenses that arein the wrong network

* more hardware devices than device licenses

* expired device license

* licenses that do not match the serial numbers in the organization

* MR licenses that do not match the MR modelsin the organization
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NO.29 What are two organization permission types? (Choose two.)
* Full

* Read-only

* Monitor-only

* Write

* Write-only

Reference:

Managing_Dashboard Administrators and Permissions

NO.30 Which two actions can extend the video retention of a Cisco Meraki MV Smart Camera? (Choose two.)
* enabling audio compression

* installing an SSD memory extension

* enabling motion-based retention

* enabling maximum retention limit

* configuring arecording schedule

NO.31 A customer requires a hub-and-spoke Auto VPN deployment with two NAT-mode hubs with dual uplink connections and 50
remote sites with a single uplink connection.

How many tunnels does each hub need to support?
* 52

* b4

* 100

* 104

NO.32 Which two primary metrics does Meraki Insight use to calculate the Application Performance Score? (Choose two.)
* Maximum Jitter

* Total Bandwidth Usage

* Maximum Latency

* Per-flow Goodput

* Application Response Time
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